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AHAJIU3 MATEMATUYECKHUX METO0/I0B MHOTOKPUTEPUAJIbHOW ONITUMU3ALIUA
U JUHAMUWYECKOTO YITPABJIEHUA PECYPCAMU KUBEPBE3OIIACHOCTH
OBBEKTOB HH®OPMATHU3ALUU

Annomayus

B crarbe paccmarpuBaercsi BO3MOXKHOCTh Mojudukanuu renerndeckoro anroputma ([A) mis pemenus 3anad
BBIOOpA, ONTUMH3ALMK W YINPABICHUs TUHAMHYECKOW KOH(Urypaimedl cpeacTB 3amuThl HHOOPMALMK JUIS LENH
3aIUThl HHPOPMAIIMOHHO-KOMMYHHUKAUOHHBIX cucteM (MKC). Hayunas HoBH3HA pabOThI 3aKITIOYAETCS B TOM, 4TO ['A
PEKOMEH/YEeT HCIOJIb30BaTh CYMMapHYI0 CTOMMOCTh PHUCKOB MOTEpH WH(OPMALIUH, a TAKKE MOKA3aTenH 3aTpar st
Ka&XJO0ro Kiacca CHCTeM 3aluThl MHPOPMAIMKM B KAYeCTBE KPHUTEPHUsl ONTHMHU3AIHMK COCTABA CHUCTEMBI 3aIHUTHI
nHpopmanuu. ['eHeTHYECKUI aNrOPUTM PACCMATPUBACTCS KAK PA3HOBUIHOCTD 3a/1a4H, CBSA3aHHOW C MHO)KECTBEHHBIM
BBIOOPOM TIPH ONTHMU3ANKHU BbIOOpa MHPOPMAIIMOHHOTO COJCpKaHUs WHPOPMAIIMOHHON 0E30MaCHOCTH U PELICHUH
3aa4 JUHAMUYECKOTO YIPAaBJICHUS pecypcaMu KHOepOe30macHOCTH. B 1aHHOH KOHIICMIIUK ONTHUMHU3AIUS Pa3MEIICHUS
CHUCTEMBI 3alllUThI I/IH(i)OpMaIII/II/I Mo HEIHr 3alUThl pacCMaTpUBACTCA KakK MO[[I/I(bI/IKaLII/IH 3aJa4yu KOM6I/IHI/IpOBaHHOFO
prok3aka. IlpeamaraeMmpiii MOAXOJ MO3BOJSCT HE TOJBKO OBICTPO PACCUMTHIBATH PA3IMUYHBIC BEPCHHU MPOrPAMMHO-
annapaTHbIX WHQOPMAIMOHHBIX CHCTEM M MX komOuHanwii aas MKC, HO u AMHAMUYECKH YIPaBIAThH MPEAI0KESHHBIM
AJITOPUTMOM C CYHICCTBYIOLIMMU MOJCIIAMU U aJIlTOpUTMaMH Uil ONITUMU3AalUM COCTaBa LECTIOYCK KI/I6ep6630HaCHOCTI/I
HUKC wu pecypcoB KuOepOE30MacHOCTH pa3iM4YHbIX HH(OPMAIMOHHBIX O0BEKTOB. Takoe coueTaHue MojeaeH u
AITOPUTMOB MO3BOJIUT OBICTPO BoccTanoBuTH 3anmty UKC, HacTpouB npoduiix B COOTBETCTBUH C KJIACCAMH HOBBIX
yrpo3 u Kubeparax.

KaoueBble ciaoBa: cucteMa MOJICPXKKH  HPUHITHS — PELICHWE, CpPEeJCTBa  3aIlUThl  WH(OpMAaIuy,
MHOTOKPUTEpHAIbHAsI ONITUMHU3AIINS, 33/1a4a PIOK3aKa, FTCHETHYECKUIN alrOPUTM.

Abstract
ANALYSIS OF MATHEMATICAL METHODS OF MULTI-CRITERIA OPTIMIZATION AND DYNAMIC
MANAGEMENT OF CYBERSECURITY RESOURCES OF INFORMATIZATION OBJECTS
Adiljanova S.A. %, Tulepberdinova G.A.*, SakypbekovaM J.1, Tekesbayeva N.A.?
! al-Farabi Kazakh National University, Almaty, Kazakhstan
2 Abai Kazakh National Pedagogical University, Almaty, Kazakhstan

The article discusses the possibility of modifying the genetic algorithm (GA) to solve the problems of selection,
optimization and management of the dynamic configuration of information security means for the security chain of
information and communication systems (ICS). The scientific novelty of the work lies in the fact that GA recommends
using the total cost of information loss risks, as well as cost indicators for each class of information security systems as
a criterion for optimizing the composition of the information security system. The genetic algorithm is considered as a
kind of problem associated with multiple choice when optimizing the choice of information content of information
security and solving problems of dynamic management of cybersecurity resources. In this concept, the optimization of
the placement of the information security system along the security chain is considered as a modification of the
combined backpack problem. The proposed approach allows not only to quickly calculate various versions of software
and hardware information systems and their combinations for ICS, but also to dynamically manage the proposed
algorithm with existing models and algorithms to optimize the composition of ICS cybersecurity chains and
cybersecurity resources of various information objects. It is possible that such a combination of models and algorithms
will quickly restore ICS protection by configuring profiles in accordance with the classes of new threats and cyber
attacks.

Keywords: decision support system, information security means, multicriteria optimization, knapsack problem,
genetic algorithm.
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Anoamna
C.A. Aounncanosa®, I A. Tronenbepounoea®, MJK. Caxvinberoea', H.A. Texecbaeea®
Lan-D@apabu ameinoazwl Kazax ynmmuix ynueepcumemi, Aimamu K., Kaszaxcman
2A6aii amvinoazul Kazax yammuix nedazozuxanviy ynusepcumemi, Anmamol k., Kazaxcman
AKINAPATTAHABIPY OBBEKTIJIEPIHIH KUBEPKAVYIIICI3AIK PECYPCTAPBIH KOII OJIIEM I
OHTAMJIAHJIBIPY MEH JJMHAMUKAJIBIK BACKAPY IbIH MATEMATHUKAJIBIK OJICTEPIH TAJIJIAY

Makanaga aKHapaTThIK-KOMMYHHKAISUIBIK okydenepain  (AKJXK) kayinci3gik KOHTYpBI  YINIH — aKNapaTThIK
Kayincizaik Kypanaapbin (AKK) Tanmay, oHTainaHabIpy jkoHE AMHAMUKANBIK KOH(Urypaunus Oackapy MacesenepiH
LIENIy YIIiH TeHeTHKabIK aaroputmai (I'A) e3repTy MYMKIHAIKTEpi KapacThIpblIFad. JKYMBICTBIH FHUIBIMU JKaHAJIBIFbI
I'A-ma akmapaTThIK KayilCi3aik KyHeciHIH KYpaMblH OHTAWIaHABIPDY KPUTEPHUil pEeTiHAE aKnapaTThlH >KOFalybIHaH
OOJIaTBIH TAYEKEeNJEepAiH >KaJIbl KYHBIH, COHJAi-aK aKmaparThlK KayilCI3[iK >KYHelepiHiH op Kiachkl OOHbIHIIA
IIBIFBIHAAD MHIWKATOPIApBhIH KONJAHY YCHIHBUIATBIHIBIFBIHIA. AKNAPaTTHIK KAyiNCi3[iK aKmapaTbIHBIH KYPaMbIH
TaHAayasl OHTAMIAHABIPY JXOHE KHOEpKayillCi3OiK pecypcTaphlH IWHAMHKAIBIK OacKapy MOCENENepiH MIenryae
TCHETHKAJIBIK allTOPUTM MYNBTH TaHAAyMEH OaiIaHbBICTBI MPOOJICMaHBIH BapHALMsICHl PETIHAE KapacThIphLIaigsl. by
TYXKBIpBIMIaMaia aKIapaTTeIK Kayincizaik xyiecin AKX xopraHbIc KOHTYpBI OOBIHA OPHANACTHIPYABI OHTAWIAHIBIPY
KOMOWHAIIMSJIBIK PIOK3aK IMPOOJIEMAaCHIHBIH MOTU(PHUKAIMACH DPETiHAE KapacThIphUIambl. ¥ CHIHBUIBIT OTBIPFAH TOCLT
anmapaTThIK JKoHE OarapiaMaiblK KaMTaMachl3JaHIbIPY IbIH aKIapaTThIK XKYHeIepiHe apHaiFaH opTYpii HycKalapabl
xone AKJK ymiiH onapaplH KOMOWHAIMSIAPBIH KBUIJAM CaHAyIbl JKY3ere achlpyFa FaHa eMeC, COHBIMECH KaTap
YCHIHBUIFAH aJITOPUTMII KOJIAAHBICTarbl MojenblaepMeH jkoHe AKJK kuOepkayimncismik Ti30eKTepiHiH KypamblH
OHTANIAaHABIPY AITOPUTMICPIMEH JKOHE OPTYpPJl aKMmaparThlK OOBEKTIICPHIH KHOCPKAYINCI3AiK  KOpJIapbiH
JTMHAMHKAJIBIK 0acKkapyMeH OipikTipyre MyMKiHIIK Oepeai. MyMKiH, MOJENbEp MEH aITOpUTMAEPIIH MYHJIAi TipKecimi
KaHa Kayinrep MeH KuOepInaOybUIIapIbH KilacTapblHa coiikec mpoduibaepin perreil otwipbin, AKJK KopraHbBICBIH Te3
KaJIITbIHA KEJTIpyre MyMKIHIIK Oeperi.

Tyitin ce3mep: mremiMaepai Konmay JKyieci, aKMapaTTHIK Kayilci3mik Kypamgapel, MYJIbTHOOBEKTHBTI
OHTaWIaHABIPY, PIOK3aKTap MOCEJIEC], TeHETUKAIIBIK AITOPUTM.

Beenenue

CoBepILIeHCTBOBaHME JIIOOBIX IPOLIECCOB MM SBICHMH Bceraa Oasupyercs Ha UACHTH(PUKALUH
KpUTEpUEB, KOTOPble MX XapaKTepU3ylOT. DTO, B CBOIO OuUepellb, SBJIAETCS MPENOCHUIKON aaeKBaTHOCTU
(dbopmupoBaHUsI IyTell 0OeceyeHns] ONTHMHU3AIMH UCCIIETyEMBIX ITPOLECCOB MITH SIBIICHHH.

[lonoGHBIE MHOTOKOHTYpPHBIE CHUCTEMBI, COAEP)KAT OONBLIOE KOJIMYECTBO OOBEKTOB,0TBEYAIOIIUX 32
JIOKaJIbHbIC 3a7aydl MO 3aIIUTE LEJIOCTHOCTH, KOH(OUACHIMAIBHOCTU M AOCTYHNHOCTH HH(OPMAIMOHHBIX
pecypcoB s obecrneuenus wuHbopmanumonHoii OesomacHoctu (OBU). HMccnenoBanue momgo0HBIX
MHOTOKOHTYPHBIX CHCTEM, KOTOpBIE Ha MPOTSDKEHHM BCero >ku3HeHHoro mukiaa OBU, MoryT BKIIOYaTh B
ce0s1 camble pa3HOOOpa3Hble KOH(UIypaluu anmapaTHbIX, HPOrPaMMHBIX, OPraHU3alMOHHBIX CPEICTB U
METOJIOB 3alllUTHI, MPEJICTaBIAET CIOXKHYIO 3amady. Kak mpaBwjio Ha CTaaWd TNPOEKTHPOBAHUSA WU
MOJICpHU3AIMN TTOJ00HBIX MHOTOKOHTYPHBIX cuicTeM 3ammThl HH(popMarmu (C31) HeoOXoamMmo pemaTh
3aJauy, CBSI3aHHBIE C MHOTOKPUTEPUAIILHONW ONTUMM3ALMEH cocTaBa CpeAcTB 3amuThl. [lpu 3ToM ciemyer
YUUTBIBATh M aCIEKThl AMHAMHYECKOI0 yNpaBieHHUs pecypcaMu 3amuThl. [10100HbIE MHOTOKpHUTEpUATIbHBIE
3aJIauM,IIPeXkKe BCEro, CIeNyeT peliaTh NPUMEHss pa3InyHble METOJIbl MAaTEMaTHYECKOTO MOJEIMPOBAHUS U
MHOTOKPUTEPHAIBHOW ONTUMHU3AlMH COCTaBa KOMIUIEKCOB MHOTOKOHTypHOW 3amutel OBU. B atoit
CUTYyallul, MaTeMaTUUYECKUE MOJENU IJIsl PEHICHUs] MOAOOHBIX MHOTOKPUTEPHAIBHBIX ONTUMHM3aLMOHHBIX
3aj]a4 JIOJDKHBI OTBEYATH JIBYyM MPOTUBOPEUYNBBIM TPEOOBAHUSIM:

1) B HanOoubLIeH CTENEHN OTPakaTh CBOMCTBA CUCTEMBI;

2) m3beratb Opu 3TOM HU3IMLIHEH AETaTU3alMM, KOTOpas MOKET OCJIOXHHUThH IOJyYeHHE KOHEYHBIX
pe3yabTaToB.

Taxxe HEOOXOIWMO YYHMTHIBATh CcleAylomiee o0cTosATenscTBO. IIpobrmemaTnka IWHAMHUYECKOTO
yhnpaBiieHHsI pecypcamu cTopoHbl 3amuTel OBM 3T0 He ToiBKO Cyrybo TexHuueckas 3aaada, KOTOpas
pelaeTcs ImyTeM YBEJIMYEHHUS Yuciia KOMIOHEHTOB 3alllUThl B KOHTypax kubepobezonacHoctu OBU. Ho sto
TaK)Xe W yIpaBlieH4YecKas 3aaa4a. [[pudeM BTOopasi cocTaBisBIIAs 3a/1a4H, CBA3aHA C TAaKUM MOHATHEM Kak
MEHEeDKMEHT MH(pOpMaImoHHas Oe3zomnacHocTh U kubdepOesonacHocts (UMb m Kb) [1]. OcHoBHO# 3amaueit
MeHekMenTa b u Kb sBigercs onTtumusanys He TOJIBKO TEXHUYECKHUX, HO SKOHOMHUYECKHX MOKa3aTesen
spdexTrBHOCTH QyHKIOHHpOoBaHus C3U mis OBU.

MeToapl 1 HcclieT0BAHUA

HccnenoBarusamM Bompoca ONTUMAIIBHOTO pactpeneienus pecypcos B oonactu 31 s OBU mocssimeno
JOCTaTOYHO MHOTO padoT Kak 3apyOeXHBIX Y4eHHBIX [2, c. 55], Tak u ydenbix PecmyOnmkxu Kazaxcran
[3,c.91]. Temaruka wuccienoBaHMi B JTOH OONACTH aKTyallbHa ¥ BOCTpeOOBaHa Ha pPa3IMYHBIX
MEKTyHApOIHBIX HAy4YHBIX KOH(MepeHuusx [4, 87].
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Tak, B pabote [5] mpoananm3upoBansl 3aaaun ontumuzanuu pacxoaoB Ha UBMKC. Ilo cytu peus uner o
pelIeHnn 3aJadil MHOTOKpUTEpHaTbHOTO BBIOOpa. llpeanoskeHa WHTEpaKTWBHAS MpoIEeaypa BBIOOpa
palnroHaIbHOrO BapuaHTa pacnpenenenus pacxogos Ha C3U ans OBN.

B pabote [6] mpuBeneHbI MIECTh Pa3IMYHBIX (HOPMYIMPOBOK 3aJadyd ONTHMAIBHOTO pacHpeaeiIeHus
PECYPCOB MEXAY Pa3lUYHBIME (YHKIMSMHU YIIPaBICHUS MexaHn3Mmamu, ooecnieuuBatonmvu b u Kb s
OBU. IlpeanararoTcs MOCTAHOBKH 3aJa4d PACIpEeNieHUs] PECYPCOB, MpEeAHAa3HAYCHHBIE IS IPUMEHEHUS
Kak Ha CTagul TpOEKTHpoBaHUS cucTeM, obecneunBarommux Wb OBW, Tak u Ha craguax
COBEpPIIICHCTBOBAHMS M pa3BUTHSI KOHTYPOB Mb. ABTOPHI BBIIEISIOT CEMb OCHOBHBIX (DYHKIINH oOecriedeHust
3amuThl uHpopManuu (3U) u mpennararoT ABa MOAXO0Ma K ACTATHU3ANKA W (OpMaTU3alliud pacIpeaeiICHUs
cpeactB Mexny pasnuuHbiMu (yHkuusmu C3U. TlepBblii mOIX0A OCHOBaH Ha ydeTe COCTaBa M KOJIMYECTBa
cpeacts C3U. Bropoit noaxon Gasupyercs: Ha aHaidu3e OOOOIECHHBIX 3aKOHOMEPHOCTEH M CBSI3SIX MEXKIY
BIIO)KCHHBIMH B Tiporiecc obecrreuenust ObBU cpencteamu 31 1 3¢ (HeKTHBHOCTHIO WX IpUMEHEHMS. B pabote
pPaccMOTPEHBI BEPOSITHBIE M CTOMMOCTHBIE MozAenH. [locneanue, U3 KOTOPBIX MPEACTABISAIOT 3HAYUTEILHBIN
WHTEpeC IJIs1 UccleoBaTelel, YTOUHsAs (GU3NUECKUI CMBICI apaMeTpoB 3a/1aud paclpeieieHUs] pecypcoB
TIpH BBOJZIE TAHHBIX B MpejIaraeMblii aBTOPaMH MTPOTPaMMHBIN TPOIYKT.

B pabGote [7] paccmarpuBaeTcs MOJelb, B KOTOPOH paclpesieieHne pecypcoB Mexay oobekramu C3U
npeajiara€Tcsa BBIITOJIHATE Ha OCHOBC HFpOBOfI MOACIM W NpUHIHIIA paBHOI\/'I SalIUIIIEHHOCTH O6’I)GKTOB.
3amaga pacrpeneNneHuss pecypcoB copMynHpoBaHa Kak TYpHHUP JBYX WIPOKOB - 3allUTHUKA U
Hanajarouero ¢ HyiaeBol cymMmoi. Kaxaplii urpoxk pemaer 3ajgadyd JUHEHHOrO INPOrpaMMHUpPOBAHUS MU
(UKCUPOBaHHOM pEIICHUH JIPYroro Wrpoka. B paboTe NpeanoKeHO TpU alropuTMa, KOTOPhIE MOTYT
MPUMEHSITHCS. TIOCIIE0BATENHLHO AJIsl TAPAHTHPOBAHHOTO MOJTYYCHUS pe3ynbTara. ANTOPUTMBI 00OOCHOBAHEI
MaTEeMaTHYECKH, MTOTydeHHbIE PE3YNbTAThI MOATBEPKACHBI TECTOBEIMHU MpUMepamMu U 00001eHsl. UrpoBsie
MOJICJIN  pacrpesieNieHiss (UHAHCOBBIX PECYpCOB, HAIPABICHHBIX Ha TMOBBIIIEHHE HWH(QOPMAIIMOHHOM
0€301acHOCTH, TAK)KE JIOCTATOYHO JIETAILHO PACCMOTpPEHBI B padoTtax [8, 45].

BonpmmHCTBO TPOrpaMMHBIX Pa3pa0OTOK, pPEaNH3YIONUX T€ WM WHBIE MaTeMaTHYeCKHe METO[IBI,
SIBIIIETCSl JTOCTATOYHO YHHUBEPCAIBHBIMU IMPOIYKTAMH, KOTOPHIE ITO3BOJIIET PEIlaTh MHOXKECTBO 33/a4 B
3aBUCUMOCTH OT IIOAI'OTOBJICHHBIX BXOJHbBIX JaHHBIX. OcHOBHOI OCO6CHHOCTI)IO IMporpaMMHOTIO
HaKCTa,KOTOpBII\/'I OIIMCaH B pa60Te, ABJIACTCA HAJIMYUC MHTCIUICKTYAJIbHOI'0 ar¢HTa, IOo3BOJIAIOIICTO BbIGpaTI)
HanbOonee 3(pPEeKTUBHBIN MO0 KPUTEPUIO KOIMYECTBA BBIYUCIUTENBHBIX OMEPAIdil 1 BPEMEHH BBIITOJHEHUS
anroput™m. llpu s3ToM, Becbma BaxHO, 4To mnpu moctpoeHun C3U, yuuTheIBaeTCs M CBOEBpPEMEHHOE
pacrpe/elieHre pecypcoB, KOTOpbIe padoTy 00eCTIeYrBaIOT TOJITOCPOUHYIO QyHKIHOHATBEHOCTH C3U.

Pabdora JIIIPc cucremoii mnpoxoaut B online-pexxuMe ¢ ydeToM TpeOOBaHUS pa3MeEIICHHUs
WHCTPYMEHTApHsI U PEUISHUsI 33J]aui Ha «O0JagHOM» CEpBHCE. DTO TO3BOJSET MOIB30BATEIN0, HAXOINUTh
peleHne 3a/1a91 MUHYS TOUCK HEOOXOJUMOTO ITPOrPAaMMHOI0 00ECIeYeH s U €r0 MHCTAILISIIHNIO.

[Ipu mombope METOAOB, KOTOPHIE JOJDKHBI OBLIM OBITH BKIIOUEHBI B TAKET, CJIEIOBAIO BBITOJHUTH
MTOCTAaHOBKY 3aJla4dl WCCIIEOBAaHUS, ONPEICIUTh TUI 33/ladyll U TOJTrOTOBUTH COOTBETCTBYIOIIUM 00pazoM
BXOAHBIC daHHBIC. HepequL pa3aciioB, BKIIIOYCHHBIX B IHPOTOTUIIIPOTPAMMHOIO IAaKE€Ta I PCHICHUA
3a/1a9u 110 MOJICIIMPOBAHUIO pacmpeencHus pecypcoB Ha C3U:

- pa3jen ans pemieHHs KIACCHYECKHX 3a7ad paclpeleieHHuss PecypcoB (3amada pacrhperesieHus
pPECypCcoB MEXIy IPEANPUATHIMHA U 3aJ]a4H YIIPABICHHS 3aI1acaMu);

- paszen Juis pelieHus CeTeBbIX 3a/1a4 pacrpe/ieieHus] pecypcoB (3a7auu O MOMCKe KpaT4anIlero myTH
¥ 0 MAaKCHMAJIbHOM TIOTOKE);

- pa3;en s peuleHus MPUKIAIHBIX 337a4 (BKIFOYEHO 33/1ady paclpeieieHus JIEHEKHBIX PECypCOB C
LIEJTbI0 CHUYKEHMSI PUCKOB MH(OPMAITMOHHOM 0€30MIaCHOCTH 3a CUET JIMKBUIAIUU HEKOTOPBIX BHUJIOB YIPO3);

- KOHTPOJIbHBIH pa3zieln, colep Kalluii METOJbl U alNrOPUTMBI (METOJ YCIOBHOM ONTHMHU3ALMH, METOX
BeTBEH W TpaHUI], AITOPUTMBI TPSIMOTO M OOpaTHOrO TPOroHa, anroputmbl Kaumaka u bamamia,
TeHETHUYECKHE alropuT™MBI U Jip.). K coxkanenuio JaHHas pa3paboTka ocTallach Ha YPOBHE MaKeTa M aBTopam
WCCIIE/IOBAHUSI HE VYNAIOCh JOBECTH €€ JI0 JIOTHYECKOro 3aBepllieHHs. YCIOXHEHUE CIeHApHEB
MPOTUBOCTOSIHUSL OTPaXKaeTcsi U Ha CTPYKTYpe MaTeMaTW4eCKUX MoJiesiel, KOTOpbIe IOJDKHBI OTPaXkaTh
HOBBIC YCJIOBUA Y BOSHUKAIOIINE CUTYallH.

q)OpMI/IpOBaHI/Ie MHOT'OKPUTEPHUAIBHBIX OINTUMH3AIIMOHHBLIX 3ada4 N pa3pa60TKa MECTOJOB UX PCUICHUA
UMeeT MHOT'OBEKOBYIO HcTOpvio. He BmaBasch moJgpoOHO B ONHMCAaHUE BCEX CYLIECCTBYIOIIMX METOJOB H
MoOJeJIel JUId  pelleHus MOJOOHBIX 3aJady B paMKaxX HAacTOAIIEro pasjena JUCCEpPTAllH, MBI
CHCTEMATHU3MPOBAIM BCe HamOoyiee W3BECTHhIe MeToabl. Ha pucyHke 1 mpuBeneHa CpaBHHUTENbHAs
XapaKTEpuCTuKa METO0B MHOFOKpHTepHaJIBHOfI ONITUMM3AINU JJId PEHICHUA 3a/la4r IMOUCKA ONITHUMAJIBHBIX
KOH(UTypaLuii MHOTOKOHTYPHBIX cucTeM 3amuThl nHpopmaunu Kb mis OBU.

146



Abali ameiHOarbl Ka3¥IY-HiH XABAPLLIBICbI, « @uzuka-mamemamuka fblasimoaps!» cepuscel, Ne4(72), 2020

KputeprueM onTUManbHOCTH MOXKET OBITh OJIWH (MJIH HECKOJIBKO) [9] mokaszaTenedt MHPpOPMALMOHHON
(knOepHETHYECKOM) 0e30MacHOCTH — BEJIWYMHA yiepOa OT peaju3aluu yrpo3 HHbopMaIuH, o0uue
pacxoipl, KOTOPbIE BKJIIOYAIOT YIIEPO OT yTEukd WHGOpPMAIMM U 3aTpaThl HA €€ 3allUTy, MPHOBLIL OT
WHBECTHUIIMI B 3alIUTy HH()OPMAIIUHY, HX pEHTa0CIBHOCTh U TOMY ITOA00HOE.
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System:

System.Collections.Generic:

Numer ics.LinearAlgebra:

CSharpSamples.LinearAlgebra

public partial class LinearEquationsForm : Form

LinearEquations linSolver = new LinearEquations():
Matrix A
Matrix B:

Pucynox 1. Maxem cucmemvl n000epicKu npUHAMUS peuleHUll npu NOUCKe PAYUOHATILHBIX 8APUAHINOE
pacnpeoenenus pecypcos 8 moM Yucie, blOeseMblX Ha CUCMEMbl 3auumbl UHGOPMAayuu

Pemrenne mocTaBneHHBIX 3a7ad OCJIOKHSETCS PSAIOM TpUUYWH. [1aBHas U3 HUX OOYCIOBJICHA TEM, YTO
MOUCK ONTHMAJIBHOTO PEUICHHUs BEOECTCS B YCIOBHSAX HEONPEAEICHHOCTH, KOTJa JEHCTBHS COIEpHHKA
MOXHO TIPEIMOJIOKHUTh JIUIIb C ONPEAETICHHOM BEPOSTHOCTBIO, a WHOTAAa BOOOILIE HEBO3MOXKHO.
PazHooOpa3ue  cpeacTB M METOJOB  3allUThl, HMX  XapaKTepUCTHK, pa3zHooOpasue  CXeM
MPOTUBOCTOSIHUS,HEBO3MOKHOCTh TOYHOTO OTPEICNCHUS YSI3BUMOCTEH OTIENBHBIX 3JEMEHTOB CHCTEMBI
3aIUTHI, OTCYTCTBUE CTAaTUCTUYECKHX JAHHBIX TI0 HAlIed CTpaHe, TOXKE HAKJIAJBIBAIOT OrPaHUYCHHS Ha
nepeyeHb npuemiieMbix Meto0B [10].

[MpuopureTHoil 3amaveil pabOTHI SBISETCS IOUCK B JUHAMHYECKOM PEKHUME ONTUMAIBHOTO
pacmpeneseHus pecypcoB B MHOTOKOHTYPHBIX cucTeMax 3ammuTthl OBU u cucTemax pasHOHANpaBIeHHOTO
MPOTHBOCTOSIHUS, TJE€ KaKJash M3 CTOPOH CTPEMHTCS COXPAaHUTh CBOK HH(MOpMAIHMI0O U MOJIYYHTh
uH(opmanuio comepHuka. Pemenne 5ToM 3amauM UIS MIMPOKOTO Kjacca CHCTEM C «IIPUBS3KON» K

KOHKPETHBIM 00BEKTaM ITO3BOJIUAT YIYUIIUTh 3KOHOMHUYCCKUC UTCXHUYCCKUC TMOKA3aTCIIM MHOTOKOHTYPHBIX
C3H1 [11].

MopneaupoBanue

[NocTpoenne MaTeMaTHIECKOM MOJIETH JUIsI 00bEKTa HCCIEA0BAHMS PAa3/IeIeHO Ha HECKOIBKO 3TAIOB:

Oran 1) HeoOxoaumo BbIOpaTh MOKa3aTellb, KOTOPBIH ONMpEIeNsieT LENeBYI0 (QYHKIHIO U COOCTBEHHO
MOJUICKHUT ONTHMHU3ALIUK. TakuMu MOKazaTeNsiMH MOTYT OBITh: Ha/lEKHOCTh CHCTEMBI, yIIEpO OT YTEUKH
WHPOPMAIIUKN, KOJMYECTBO PECYpPCOB, BBIICIECHHBIX Ha 3alUTy WHQOpPMAaIMH, WX paclpeieicHue
MEXyOObEKTaMHU, PEHTa0CIbHOCTh MHBECTHLIMI B 3allUTy HH(GOpPMAIMH, CyMMapHBIE TOTEpH, KOTOPHIE
BKJIIOYAIOT B ce0s1 yiep0d OT yTeuky HH(POPMALMK U 3aTpaThl Ha €€ 3alUTy U TOMY II0A00HOE.

Otan 2) cienyer OnpeAenuTh MapaMeTpbl U XapaKTEPHUCTUKU CHCTEMBI, OT KOTOPHIX 3aBHCHUT lieJeBast
GyHKIMSL,

Oran 3) HeoOxomumo coOpath cBegenss o C3M U BO3MOXKHBIE YCIOBHS TNPOTHBOCTOSHHS
(pactpenenenrie  MHPOpPMAMM 1O OOBEKTaM, 3aBHCUMOCTb YSI3BUMOCTH OOBEKTOB OT YCIIOBHH
MIPOTUBOCTOSIHHSI, BEPOSITHOCTH HAmageHW Ha OTAENbHBIE OOBEKTHI, BEPOSITHOCTH BBIJCICHHUS
OIIPEEIIEHHOTO KOJIMYECTBAa PECYPCOB HaMaeHNsl Ha OOBEKTHI U T.1.).

Otan 4) He00X0IMMO YCTAaHOBHUTH BUJ 3aBUCUMOCTH LIEJIEBOM (DYHKIIMU OT apaMeTPOB M XapaKTEePUCTUK
C3MH, a taxke OT YCIOBHI IPOTUBOCTOSIHUE, TO €CTh (OPMY II€IeBOH (DYHKIIHH.

Oran 5) ciaexyeTr BEIOpAaTh KPUTEPHA ONTHMAITBHOCTH (CyMMapHbIi ymepo oT yTeukd HHPOPMAIIUH, ero
CpeaHee 3HaYeHHE 10 00BEKTaM, MAKCUMAIIBHO JIOIYCTUMOE 3HAUCHHE /ISl KaXKA0T0 U3 0OBbEKTOB U T.I1.).

3akioueHmne

Opraam3arsi pacueToB MPEAyCMAaTPUBAET TaKWE OIepalui: BBIOOpP METOJa pEIICHHUS 3a/1aqu;
COCTABJICHHE M OTJIAJKY IIPOTPaMMBI JJIsI KOMIIBIOTEPA; MTPOBEICHUE PACUCTOB; MIPEACTABICHNE PE3yIhTaTOB
B Haubosee ynoOHoi hopme; hopMyTUpOBAHUE BEIBOJIOB M PEKOMEHIAITHIA.
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NEPCIIEKTHUBbBI U BO3MOXKHbIE PUCKHU IPUMEHEHUA CMAPT-KOHTPAKTOB
B HAYKE U OBPA30BAHUHU

AnHomayus

BaxHBIMH IIpeMMyIecTBaMH ITOTEHIMAIBLHOTO HCIIONb30BaHUS OJOKYEHH B HAy4HOH M oOpa3zoBaTenbHOH cdepe
SIBJISIIOTCSL 3alIMIIEHHOCTh, HEM3MEHHOCTh, MpO3padHocTh. OOecreunBas OCHOBY /Ul JELEHTPAIM30BaHHBIX (OpM
YIPaBICHUS M CMapT-KOHTPAKTOB, CYLIECTBEHHO CHHMXAasi BO3MOXKHOCTb CO3/IaHHS MOIICHHHYECKUX M KOPPYIIIMOHHBIX
CXeM, JaHHas TEXHOJIOTHSI MOXET CHOCOOCTBOBaTh OOECIIEUYEHHI0 COXPAHHOCTH OOIIECTBEHHBIX HWHTEPECOB U
rOCy/IapCTBEHHOTO cyBepeHuTera. CeroiHsi NeNaloTcsi HOMBITKH pa3pabOTOK Ha OCHOBE OJIOKYEHHA pa3indHBIX
TEXHOJIOTUYECKUX PpeIleHUH sl pasHbIX cdep COUUaIbHBIX B3auMonelcTBuid. OOHUM U3 NPUMEPOB SIBIISETCS
COCTaBJICHUE CMaPT-KOHTPAKTOB, HAMPABJICHHBIX Ha PEIlIeHHE psijia 33/1a4 B HAY4HO-00pa30BaTeIbHOM ACATEIHHOCTH.

B crarbe paccMaTpuBalOTCSI BO3MOKHOCTHM M TIEPCIIEKTHBBI HCIIOJIB30BAHUSI TEXHOJOTMM OJIOKYEHH M CMapT-
KOHTPaKTOB B Hayke M 0Opa3oBaHuH. TeMa BBI3BIBACT CHOPHI CPEIH CHIENUAIMCTOB: OJTHH YOexaatoT B 3pheKkTHBHOCTH
Ipe/IaraeMbIX pelIeHnH, TOTAa Kak APYTrue yKa3blBalOT Ha OTPULATENILHbIEC TTOCIECTBUS U MPEISITCTBYS K BBEICHHIO
HOBOW TEXHOJIOTHMH. ABTOpPBHI NPOAHAIN3UPOBAIM BO3MOXHBIE IYTH BHEAPEHMs OJIOKYCHH TEXHOJIOTHM WM CMapT-
KOHTPAKTOB B c(epy 00pa3oBaHMs U HAyKH, & TAK)Ke BO3MOXKHbIE PUCKH, CBSI3aHHBIE C UX ITPUMEHEHHEM.

KaioueBble cioBa: TexXHOIOTHs OJIOKYEHH, CMapT-KOHTPAKThI, HayKa, HCCIIeI0OBaHNE HAyKH M TEXHOJIOTHH, cdepa
obpasoBanwus, Ethereum, ceprudukarst, 3amuieHHOCTs HHGOPMAIIHH.
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